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EMBEDDING DIGITAL TWIN TECHNOLOGY IN ROBOTICS

Abstract. The relevance of introducing digital twin technology in robotics is substantiated, which allows
testing and modelling the capabilities of robots, such as manipulation, grasping, etc., using virtual robot
prototypes that are identical copies of physical robot prototypes. An overview of the key components of the
digital twin framework for robotics, including the physical element, virtual element, middleware, service
and transport components, is provided. A technology for designing a robot using digital twins is proposed,
including the design of a computer model of a robot using a computer-aided design system or three-
dimensional graphics packages, the use of robot simulation systems, data management, data analysis and
human-machine interaction. The further development of the research is the implementation of digital twin
technology for a rescue robot according to the proposed stages: building a computer model, programming
robot behaviour in a simulation system, developing a mathematical and digital model of the robot,
implementing human-machine interaction between a physical robot and its digital replica, which will allow
testing the interaction of the main components of the digital twin, performing data exchange between the
physical and digital replica, and building a digital data model to verify the main operations.
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Introduction

Today, the widespread use of digital twin (Digital
Twin), robotics, and artificial intelligence technologies
has found applications in all areas of human activity. One
area where having a digital twin of robots is becoming
more relevant is in practical scenarios, especially in post-
war reconstruction efforts in Ukraine.

It is necessary to use rescue robots in situations
where the risk to the life of the rescuer is too great. These
situations include dealing with explosive hazards,
detecting mines and metal in fields, and removing debris
after earthquakes and bombings. However, it requires
safe human-robot interaction and/or complex human-
robot collaboration that prioritizes human safety and
helps create a sustainable work environment (SG factor).

The use of Digital Twins technology in robotics
enables the testing and simulation of robot capabilities
such as handling, grasping, and more with virtual robot
prototypes that are identical copies of physical robot
prototypes. This simulation makes it possible to identify
and eliminate all errors that occur in physical robot
prototypes in a virtual environment. It can also save time
and money by avoiding costly mistakes that could be
made by experimenting with physical prototypes.

In addition, the use of data-driven models and
machine learning algorithms in Digital Twins makes it
possible to optimize robot performance and predict
maintenance needs. This information can be used to
improve the efficiency and effectiveness of robots in
various applications.

Literature review

The digital twin concept has evolved over time to
meet the increasing demands of various applications and
technological advances. Initially, the widely accepted
three-dimensional digital twin framework consisted of
three major components[1]: the physical element, the
virtual element, and the middleware and Internet
transport component. The physical component includes
hardware components such as sensors, actuators,
microcontrollers, communication devices, power
supplies, and mechanical components that make up the
physical object or system. The virtual component is a
probabilistic simulation model that analyzes and
aggregates data to determine the state of the physical
assets, enabling manufacturers and operators to predict
system performance in different scenarios and identify
potential problems before they occur. The middleware
and transport Internet component includes databases and
facilitates seamless connectivity and information

© S. Shaptala, N. Myronova

45



Ynpaeninusa pozsumrxom cknaonux cucmem (53 — 2023)

ISSN 2219-5300

exchange between the physical and virtual components,
optimizing system performance and minimizing
downtime.

Recent advances in digital twin technology and its
application in various domains have led to the
development of an extended framework known as the
five-dimensional digital twin (5D digital twin) [2; 3].
This innovative framework extends the traditional three-
dimensional digital twin by incorporating two additional
components: digital data and services, which contribute
to a more complete and efficient representation of the
physical system.

Digital data includes related software, databases,
and other relevant information sources that enhance the
accuracy and completeness of data processing. Examples
of digital data in the context of robotics include real-time
monitoring of robot performance, integration of machine
learning algorithms for predictive maintenance, and
incorporation of sensor data to create an accurate
representation of the physical environment. This
enriched data processing capability enables better
decision making and optimization of robotic systems,
ultimately improving their overall performance and
reliability.

Services represent the functionalities enabled by the
digital twin that enhance its capabilities and overall
utility. These services can include remote diagnostics,
virtual training and decision support for robotic systems,
as well as the ability to simulate different scenarios to
predict and optimize system performance. By providing
these services, digital twins can help streamline the
development, deployment, and management of complex
robotic systems, reducing costs and accelerating
innovation.

The 5D Digital Twin model consists of five
components: the physical object/entity, the digital
model/entity, services, digital data, and connections
between the components. In the context of a robotic
assembly line, for example, the physical object might be
an industrial robot, the digital model represents its virtual
counterpart, the services enable seamless collaboration
between multiple robots, the digital data ensures accurate
analysis of operational data, and the connections
facilitate communication between the digital and
physical entities. This extended framework provides
broader perspectives and higher efficiency compared to
the original three-dimensional digital twin model.

As the adoption of digital twin technology in
robotics continues to grow, the potential applications of
the 5D digital twin framework are becoming more
diverse. These include applications in autonomous
vehicles, drones, collaborative robots (cobots), and even
medical robots for surgery or rehabilitation. The
development and implementation of the 5D Digital Twin
framework allows for the integration of various data
sources, services, and models, ultimately leading to a

more accurate, efficient, and scalable representation of
physical robotic systems (Figure 1).
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Figure 1 — 5D Digital Twin framework for Robotics

It is critical for organizations to invest time and
effort in understanding and implementing these critical
components to realize the full potential of digital twin
technology in various applications, such as robotics. By
adopting the 5D Digital Twin framework, engineers and
researchers can harness the power of digital twins to
optimize system performance, minimize downtime, and
predict potential problems before they occur, ensuring
the success and longevity of their robotic systems.

Objective of the paper

Description of the components of the 5D Digital
Twin framework for Robotics. Development of
technology for implementing a virtual and digital robot
replica.

Overview of the physical component
of Digital Twin

The effective functioning of a digital twin relies on
a combination of physical components [4], each of which
plays a critical role in the creation and operation of the
system. This literature review provides an overview of
the physical components involved in Digital Twin
systems and their importance in achieving successful and
effective digital twins tailored to the specific
requirements of individual applications.

The physical component of Digital
technology includes a variety of elements such as
sensors, actuators, microcontrollers, communication
devices, power supplies, and mechanical components.
Sensors collect data and provide feedback to the system,
while actuators provide physical control and
manipulation. Microcontrollers are responsible for
monitoring and processing data from sensors, and

Twin
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communication devices facilitate the exchange of
information between different components of the system.
Power supplies provide energy to the system, and
mechanical components build and support the physical
structure of the system. The selection of specific physical
components depends heavily on the needs and
requirements of the particular application, and their
combination determines the performance and reliability
of the digital twin.

Recent research and advancements in Digital Twin
technology highlight the importance of optimizing the
physical components to achieve the desired performance
in various robotic applications. For example, in an
industrial robotic arm, high-precision sensors may be
needed to ensure accurate position and force
measurements, while robust actuators would be required
for precise control and manipulation. In addition, the
development of advanced communication protocols and
efficient power supplies has improved the reliability and
real-time capabilities of digital twins, enabling seamless
interaction between physical and digital components.

By leveraging the synergistic interplay between
physical and digital components, digital twins provide
engineers with a powerful tool for optimizing system
performance and anticipating potential problems before
they occur. The ability to monitor, analyze, and simulate
the behavior of the physical system in real time allows
for continuous improvement and adaptation, ultimately
resulting in increased efficiency and cost savings. This
literature review highlights the critical role of the
physical component in Digital Twin technology and
provides valuable insights for researchers, engineers, and
practitioners seeking to explore and implement Digital
Twin systems in their robotic applications.

Overview of the Digital Twin
transport component

The network infrastructure [5] consists of several
components that play a critical role in communicating,
sharing, and storing data in today's digital world. These
components include network topology, network
components, technologies, network protocols, and
network security protocols.

Network topology refers to the arrangement of
devices on a network, which can be classified into
different types such as bus, star, ring, mesh, and hybrid
topologies, depending on the requirements of the
network.

Network components facilitate communication and
data exchange between devices on a network and include
switches, routers, hubs, bridges, gateways, and modems.
Each component has its own functionality, and the choice
of component depends on the requirements of the
network.

The technologies used in the network allow devices
to communicate with each other and exchange data over

the Internet or LAN. These technologies include
Ethernet, Wi-Fi, Bluetooth, and cellular networks. The
choice of technology depends on the network
requirements.

Network protocols are a set of rules and procedures
used to communicate between devices on a network, such
as TCP/IP, HTTP, FTP, SMTP, DNS, and MQTT, among
others. The choice of protocol depends on the
requirements of the network.

Network security protocols provide security and
privacy for data exchanged between devices on the
network. These protocols include Datagram Transport
Layer Security (Digital TwinLS), Transport Layer
Security (TLS), Mutual Transport Layer Security
(MTLS), Secure Socket Layer (SSL), Secure Shell
(SSH), and Internet Protocol Security (IPSec). Your
choice of security protocol depends on your network
security requirements.

Overview of the middleware (Digital Data)
component of Digital Twin

The development of an effective and efficient
digital twin system involves the use of several
components, including middleware components such as
data storage [6], data processing [7], and data modeling.
Data storage is a critical aspect of digital twin technology
because it involves how data is stored and retrieved.
Organizations have several options for data storage,
including relational databases, NoSQL databases, and
data lakes.

Relational databases, which have been in use for
many years, are still popular today because of their ease
of use, security, and scalability. They are used to store
structured data, which is data organized in tables with
predefined columns and rows. Examples of popular
relational databases include Oracle, MySQL, and
Microsoft SQL Server. On the other hand, NoSQL
databases are used to store unstructured or semi-
structured data using document-oriented or key-value
pair data structures. Examples of popular NoSQL
databases include MongoDB, Cassandra, and
Couchbase. Data lakes, on the other hand, are used to
store large amounts of raw, unstructured data in
distributed file systems such as Hadoop, often for big
data analytics.

Data processing involves analyzing and interpreting
data to gain insights and make decisions. Statistical
analysis uses statistical methods to identify patterns and
trends in data. Machine learning enables a system to learn
and make predictions based on data using algorithms and
statistical models, while deep learning uses artificial
neural networks for complex pattern recognition tasks
such as image and speech recognition and natural
language processing.

Data modeling is the process of defining how data
is structured and represented using techniques such as
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entity-relationship modeling, UML modeling, and
dimensional modeling. Entity-relationship modeling is
commonly used for relational databases, where entities
and relationships are used to define the data structure.
UML modeling, on the other hand, is a graphical
language for modeling software systems, often used for
object-oriented programming. Dimensional modeling,
used for data warehousing, involves the use of fact and
dimensional tables to define the data structure.

Data management software 1is a necessary
component of the Digital Twin [7], as it manages and
integrates the various data generated by the Digital Twin.
The software is responsible for collecting, storing, and
retrieving data from various sources such as sensors,
CAD models, and simulation software. An example of
data management software used in the Digital Twin is
Apache Kafka. It is a high-throughput distributed
messaging system that enables real-time data streaming
and integration from multiple sources. This software can
also handle large amounts of data with high throughput
and low latency.

Data analysis and optimization software is an
important tool for analyzing and optimizing the
performance of physical assets or systems represented in
the Digital Twin [8]. This software can process the data
generated by the Digital Twin to identify patterns, trends,
and anomalies. Some examples of data analysis and
optimization software used in the Digital Twin include
MATLAB, TensorFlow, and Apache Spark. These
programs allow the use of various data analysis
techniques such as statistical analysis, machine learning,
and optimization algorithms.

Overview of the virtual (Digital Model)
component of Digital Twin

A Digital Twin is a virtual representation of a
physical asset or system that simulates its behavior and
performance in real time. The development of a Digital
Twin requires a combination of software components
that can be divided into five categories: computer-aided
design (CAD) software, simulation software, data
management software, data analysis and optimization
software, and human-machine interaction software.

CAD software is an essential tool for creating 3D
models of the physical assets or systems to be represented
in the Digital Twin. The software provides an intuitive
interface for designing and modifying geometric shapes,
surfaces, and volumes. Several CAD software programs
are available, including SolidWorks, AutoCAD, Fusion
360, CATIA, NX, Creo, and Blender. These programs
allow for the creation of complex 3D models with a high
degree of accuracy that can be used as the basis for
Digital Twin.

Another critical component of the Digital Twin is
simulation software. Simulation software enables virtual
testing of the physical assets or systems represented in

the Digital Twin. This software can model the behavior
of physical assets or systems in real time by replicating
the physical laws that govern their operation. Some
examples of simulation software include Gazebo,
RoboDK, Webots, CoppeliaSim, OpenRave, Unity,
UnrealEngine, NVIDIA Isaac, Drake, Simscape, and
SimSpark. These programs can simulate various physical
systems, from simple mechanical systems to complex
robotic systems, with high accuracy and detail.

Human-machine interaction software is an essential
component of the Digital Twin [9], enabling interaction
between human operators and the virtual representation
of physical assets or systems. This software provides an
intuitive interface for controlling and monitoring the
physical assets or systems represented in the Digital
Twin. Some examples of human-machine interaction
software include Unity, Unreal Engine, and MATLAB
Simulink.

Augmented (mixed) reality technology allows us to
represent digital content in a true 3D form and interact
with it in the existing physical environment. On the other
hand, virtual reality technology allows us to create
entirely new environments for interacting with the digital
twin with high immersion levels [10; 11]. These
capabilities provide us with exciting 3D visualizations,
realistic representations, natural gesture interactions,
collaboration features, and fast navigation tools over a
large area. As a result, users can easily focus on every
component of the system, from the smallest device to the
entire factory. We use virtual and augmented reality in
several areas, including product or process design,
facility planning, training, and remote collaboration [12].

In addition, the digital twin can serve as a tool for
verifying a new factory configuration by defining a new
design. However, the digital twin lacks realism when it
comes to human-centered manufacturing process and
workplace design. This is where virtual and augmented
reality becomes a key tool, as it represents the system at
scale and allows for intuitive and natural interactions
[13; 14].

For example, engineers can design a new
configuration using a digital twin that simulates the new
configuration. By providing end users with realistic
factory behavior, they can interact with it and provide
feedback on the configuration. Because any necessary
changes are made only in the digital world, the cost is
significantly less than making changes in the physical
system. After verifying the new configuration, new
parameters and software can be deployed to the physical
version of the system using the digital twin.

Overview of the service component
of Digital Twin
Digital twin technology has been increasingly

adopted across various industries, with the service
component playing a pivotal role in enhancing the

48



Inghopmayitini mexnonoeaii npoekmyeanus

capabilities of robotic systems. The digital twin service
component encompasses a range of applications,
including remote diagnostics, virtual training, decision
support, and scenario simulation, all of which contribute
to optimizing system performance and reliability[15].
This technology's ability to provide real-time insights,
facilitate informed decision-making, and predict
potential issues has positioned it as a powerful tool for
organizations seeking to maximize the value of their
robotic systems.

Remote diagnostics is a key aspect of the digital
twin service component, enabling operators to monitor
the real-time performance and health of robotic systems,
regardless of their location. By leveraging digital replicas
of these systems, remote diagnostics can identify
potential issues, predict maintenance requirements, and
even perform troubleshooting, all without the need for
physical intervention. This not only reduces downtime
and maintenance costs but also ensures the ongoing
reliability of
Furthermore, the integration of artificial intelligence and
machine learning algorithms into remote diagnostics can
enhance the accuracy of predictions and facilitate more
effective maintenance strategies, further optimizing
system performance.

Virtual training is another critical application of the
digital twin service component, offering an immersive
and risk-free environment for training personnel on the
operation and maintenance of robotic systems. By
creating a digital replica of the system, trainees can
interact with the virtual model, gaining hands-on
experience and familiarizing with the
equipment before working on the physical system. This
approach to training not only accelerates the learning
process but also significantly reduces the risk of errors
and accidents during the training phase, leading to
improved safety and efficiency in the workplace.

The digital twin service component also plays an
important role in decision support for robotic systems. By
analyzing real-time data from the digital replica,
organizations can make informed decisions on system
operation, maintenance, and optimization. This can
include evaluating the impact of different operational
strategies, scheduling maintenance activities to minimize
disruptions, identifying
improvements. In addition, the ability to simulate various
scenarios using the digital twin enables organizations to
predict and optimize system performance under a wide
range of conditions. This proactive approach to decision-
making results in more efficient and resilient robotic
systems, ultimately contributing to the overall success of
the organization.

and efficiency robotic  systems.

themselves

or areas for system

Technology of implementation
a robot with a digital twin

Implementing a robot with a digital twin requires a
multidisciplinary approach that combines knowledge
from different fields such as robotics, computer-aided
design (CAD), simulation, data management, and data
analysis. The following steps can guide the
implementation process [16], which are presented in
Figure 2.

Robotics & CAD
Design

Data Management

3D model of of the
robot's mechanical
structure

Simulation and programming
the robot's behavior in a
virtual environment

Integration the digital twin of
the robot into a data
management system

Data Analysis

performance

Integration & Human-
machine
interaction

Figure 2 — Technology of implementation
a robot with a digital twin

Step 1: Design the robot using CAD software such
as SolidWorks, AutoCAD, Fusion 360, CATIA, NX,
Creo, or Blender. This step involves creating a detailed
3D model of the robot's mechanical structure, including
its joints, sensors, actuators, and other components.

Step 2: Use simulation software such as Gazebo,
RoboDK, Webots, CoppeliaSim, OpenRave, Unity,
UnrealEngine, NVIDIA Isaac, Drake, Simscape, or
SimSpark to simulate the robot's behavior in a virtual
environment. In this step, the robot's controllers are
programmed and tested in a simulated environment to
ensure that the robot behaves as expected.

Step 3: Integrate the digital twin of the robot into a
data management system such as Apache Kafka, Siemens
Teamcenter, Dassault Systtmes ENOVIA, TC
Windchill, Oracle Agile PLM, and Aras Innovator. This
step involves creating an interface between the robot's
digital twin and the data management system to ensure
that all data generated by the robot is captured and stored
for analysis.

Step 4: Use data analysis and optimization software
such as MATLAB, Python, R, TensorFlow, Keras, or
PyTorch to analyze the data collected from the robot's
digital twin. This step involves analyzing the data to
identify patterns, anomalies, and other insights that can
be used to optimize the robot's performance.

Step 5: Develop human-machine
software using programs such as Unity or Unreal Engine,
to create a user-friendly interface for controlling and

interaction
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monitoring the robot. This step involves creating a user
interface that allows the operator to interact with the
robot in a natural and intuitive way.

Conclusion

In summary, the use of digital twin technology in
robotics can greatly improve the efficiency and safety of
human-robot interaction, especially in scenarios where
there is a high risk to human life. By creating virtual
replicas of physical robots, designers can identify and
eliminate errors in a virtual environment, saving time and
money. In addition, the use of data-driven models and
machine learning algorithms can optimize robot
performance and predict maintenance needs.

In this paper, we have provided an overview of the
key components of a digital twin for robotics, including
the physical element, the virtual element, and the
middleware, the service and transport components. We
have also outlined a five-step process for designing a
robot using Digital Twin technology, which includes

simulation, data

CAD design,
analysis, and human-machine interaction.

By using Digital Twin technology, designers can
not only create better performing robots, but also
improve the overall sustainability of the work
environment. Using of Digital Twin technology in

robotics will continue to play an important role in various

data management,

areas of human activity, including post-war
reconstruction and disaster relief.

The further development of the research is the
implementation of digital twin technology for a rescue
robot according to the proposed stages: building a
computer model, programming robot behaviour in a
simulation system, developing a mathematical and digital
model of the robot, implementing human-machine
interaction between a physical robot and its digital
replica, which will allow testing the interaction of the
main components of the digital twin, performing data
exchange between the physical and digital replica, and
building a digital data model to verify the main

operations.
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