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PROCEDURE FOR THE DEVELOPMENT
OF A COMPUTER NETWORK ADMINISTRATION SYSTEM

Abstract. The introduction of computer networks can significantly speed up the execution of information
processes, as well as increase the efficiency of distribution and use of hardware, software and information
resources. In a network, different computers perform different functions. Computers that give other
computers access to their resources and manage the distribution of network resources are called servers.

Those computers that use the servers' resources are known as clients. The article is devoted to the study of
the important issue of the selection and use of tools for the order of server administration, which manage
and maintain the server infrastructure in the environment of the network of computer clubs in order to
determine the classification of system server administration tools, which are necessary for effective
management of servers in computer networks. Carrying out various tasks requires making decisions about
choosing server administration tools from the many available or developing new ones for managing and
maintaining the server infrastructure, which leads the company to achieve business goals. Difficulties with
the choice of effective tools for solving tasks lie in the competence of network administrators. This issue is
especially important when it comes to training system administrators. That is, it is necessary to achieve
certain educational goals, after achieving which the network administrator will be able to: describe the
functions of the administration center, describe the rules for the effective use of package tools for system
administration, determine the procedure for dispatching servers; use a variety of remote server
administration tools to manage servers; apply cross-platform administration tools, apply tools for
automating the performance of individual administration tasks, etc. To solve the problem, a list of typical
groups has been defined: 1) administration of user groups; 2) administration of security measures; 3)
administration of local and global networks; 4) monitoring of events and resources; 5) data archiving and
recovery. Classes of tools for automating system administration tasks are offered: tool packages for system
administration; cross-platform administration tools; tools for individual administration tasks.

Considerable attention in the course is given to the analysis of the classes of system administration tools,

since knowledge of system administration tools is necessary to troubleshoot, test, communicate, and fix the
systems needed to continue operation. With the right tools, the job becomes less tedious as many tasks can
be accomplished with these system administration tools. Overall, the article provides valuable information
for system administrators looking for ways to improve their system administration skills and knowledge
and may be useful for companies looking for ways to optimize their server infrastructure.

Keywords: network administration; infrastructure; computer club server

day, as well as the functionality of computer and network

technologies is constantly expanding. Everyone needs to
Today, the development of digitalization and  use networking technologies for professional activities,

digitalization of society cannot be imagined without education, and leisure.

computer networks, and their role is increasing every The formation of such skills should be given due

attention, which in higher education institutions is

Introduction

© O. Kryvoruchko, M. Tsiutsiura, D. Tretyakov 115



Ynpaeninus pozeumxom cknaonux cucmem (59 —2024)

ISSN 2219-5300

provided to students through the study of professional
disciplines. The study of the basics of administration
based on operating systems (Unix Linux and Microsoft
Windows Server) is provided. The main tasks of network
management are analyzed on the basis of peer-to-peer
networks and network domain structures. The task of
administering peer-to-peer networks is to organize work
with each computer.

The study of network technologies involves
mastering the principles of network communication,
developing skills in organizing and managing network
structures. The main thing in the application of
networking technologies is the ability to develop network
software and theoretical knowledge of managing network
systems in their structural and logical order.

Objective of the work

Computer networks have become an integral part of
our modern life. They provide communication between
different computers and other devices, allowing us to
share information and resources [5; 10]. These networks
are used in all aspects of our lives, from personal use at
home to large corporate systems.

The main components of network software play a
key role in configuring and managing a computer
network, and include the following components: The
computers on the network run an operating system
(Windows, macOS, or Linux). The operating system
provides functionality to the computers and interacts with
the network. Network protocols are a set of rules and
procedures that define how devices communicate on a
network. The most common protocol is TCP/IP
(Transmission Control Protocol/Internet Protocol),
which is used both on the Internet and in most local area
networks. The TCP protocol defines the rules for splitting
data into packets and delivering them to the addressee
and combining the packets after receiving them into a
single whole without loss. The IP protocol enables the
transmission of packets between computers that have
different architectures and operating systems.

Summary of the main material

— Network administrators use specialized
programs to configure and manage the network, which
allow them to control access to resources, set user rights,
and monitor the network status [7-9].

— Data stored on one computer can be useful to a
user working on another computer. Outdated data storage
media can be used to transfer data, so computers are
connected to a single network to save time, maintain data
accuracy and reliability, and other resources during data
transfer.

— Using computer networks, you can significantly
speed up information processes, as well as efficiently
allocate and use hardware, software and information

resources. In a network, different computers perform
different functions. Computer networks provide:

1) reliable and fast data exchange in the network;

2) general access to data, computing and technical
resources, long-term data storage, etc;

3) general access and use of applications and
software

4) remote management of computers
provision of access rights to resources;

5) remote collaboration of team members on
certain projects. And so on.

When data is transmitted over a network, it is
expected to be delivered without distortion or loss, so it
is necessary that the entire network: computers,
communication devices, network equipment and
software follow the same clearly defined rules (network
protocols) when transmitting data.

The data transmitted over the network is divided
into small packets and supplemented with information
related to the transmission process: addresses of recipient
and sender computers, packet number and length, etc.
The transmission route is determined by routers that
control the delivery of packets (Fig. 1). Each packet is
transmitted separately through a communication channel;
if a packet is “lost” for some reason or if there is a data
distortion during transmission, such packets are
retransmitted. The data is combined and restored to its
original form when all packets reach the final destination.
[2-4].

If a part of the network is damaged, packets are still
transmitted through the network quickly and reliably by
breaking the data into separate small packets, and routers
determine new routes for the packets to take, bypassing
the damaged parts of the computer network. Computers
that provide other computers with access to their
resources and manage the allocation of network
resources are called servers. Those computers that use the
resources of servers are known as clients. Computer
networks are classified according to the following
properties (Fig. 2) [1, 9].

It is worth noting that the following software is used
to organize data exchange in a network: network
components of the operating system; device drivers;
application programs. The Windows operating system
(Microsoft Windows Server) has components for
organizing a peer-to-peer local area network. If the
network has a dedicated server, special software is
installed on it — the server operating system. To receive
network services, special application programs (network
application programs) are required, they usually consist
of two parts: client software — installed on the user's
computer and provides the ability to request resources
from other computers; server software — installed on
computers that provide access to their own resources and
responds to requests from the client component.

with
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Figure 1 — Components of a computer network [2-4]

The technology for building software is called
client-server. Programs developed using client-server
technology are installed on computers in a peer-to-peer
network. For example, this technology can be used to
build knowledge test programs.

The procedure for developing a computer network
administration system should ensure the achievement of
the main goal of administration and the fulfillment of a
number of network administration tasks, namely.

1) Network planning. Despite the fact that large
networks are usually designed and installed by
specialized companies, the network administrator often
needs to plan for changes in the network. This may
include adding new workstations, changing network
protocols or services, installing servers, dividing the
network into segments, etc. All of these changes must be
carefully planned to avoid compromising network
integrity, performance, and network infrastructure issues.

2) Configuring and installing network nodes. This
includes replacing the network adapter in the PC with the
appropriate settings, moving nodes to other subnets, and
adding or replacing network printers with updated
workstation settings.

3) Configuring and installing network protocols.
The task is to plan and configure basic network protocols,
test them and determine the optimal configurations for
the corporate network.

4) Configuration and
services include:

installation of network

— setting up network infrastructure services (DNS,
DHCP, WINS, routing, remote access, VPN);

— setting up file and print services;

— administration of directory services (Novell
NDS, Microsoft Active Directory);

— Administration of e-mail services;

— administration of database access services.

5) Troubleshooting. The administrator must detect
malfunctions of various kinds, from problems with
network adapters to failures in switches and routers, as
well as incorrect settings of protocols and services.

6) Increase efficiency by finding network
bottlenecks. Analyze network performance to identify
bottlenecks that require equipment replacement,
workstation modernization, or reconfiguration of
network segments.

7) Monitoring of network nodes. Review the
functioning of network nodes and verify that they are
performing their functions.

8) Monitoring network traffic helps to identify
problems such as high network segment congestion,
adapter or port failures, and unwanted activity or attacks
by intruders.

9) Ensuring network protection. This includes
backup and recovery of data, development of security
policies for accounts and services (passwords, their
change), protection of communications (IPSec, VPN,
wireless networks), and management of public key
infrastructure (PKI).
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To ensure the correct operation of network 3) Select Internet Protocol version 4 (TCP/IPv4) or
connections, it is also important to properly configure the  Internet Protocol version 6 (TCP/IPv6), depending on the
IP address in Windows operating systems (fig. 3. Users  type of network, and click Properties.

can change the IP address through the graphical network 4) Select Use the following IP address and enter
configuration interface. the new IP address, subnet mask, gateway address, and
1) Go to the Network and Sharing Center. DNS servers, then click OK to apply the new network

2) Find the required network connection, right-  settings.
click to open its properties.
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Figure 2 — Classification of computer networks [1, 9]
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Figure 3 — Connecting computer networks [4-8]

the size of the network. Computer networks play an
important role in our modern lives, from home networks
to global Internet connections. Thanks to them, we can
easily and quickly exchange information, work in teams,
and access a large number of resources.

3. Computer networks also require careful

After the network adapter is rebooted, the computer
will use the new static IP address for network
connections.

Conclusions

1. Computer networks are complex distributed

systems that connect and control the operation of
computers, network devices to exchange information and
resources through the use of application software and
network protocols.

2. The choice of technology, topology and network
structure is determined by the specific needs of users and

planning and security measures to ensure their efficiency
and security. Computer networks continue to evolve,
allowing us to stay connected and access information
from around the world. They make us more and more
dependent on technology, but at the same time provide us
with a continuous flow of knowledge and opportunities.
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MOPAIOK PO3POBJIEHHSI CUCTEMH AJIMIHICTPYBAHHS KOMITIOTEPHOT MEPEXI

Anomauia. Bnpoeadicenns KOMN I0MEPHUX MePedC MOdiCe 3HAUHO NPUCKOPUMU BUKOHAHHA THOpMayitinux npoyecis, a
Makodic niOgUUUMU eqheKmuUBHICMb PO3NOOLLY I GUKOPUCMAHHS ANAPAMHUX, NPOSPAMHUX Ma iHgopmayitinux pecypcig. ¥ mepeoici
pi3Hi Komn tomepu ukonyloms pisui Qynxyii. Komn lomepu, saxi naoaiome inwum KomMn tomepam 0ocmyn 00 c8oix pecypcie ma
Kepyloms po3nooiiom pecypcie mepeici, nasusaromucs cepgepamu. Ti komn’iomepu, aKi 6UKOPUCHIOBYIOMb pecypCu cepeepis,
gioomi ax knicnmuy. Cmamms npucesyeHa UEUEHHIO 8ANCIUB020 NUMAHHS 8I000PY | BUKOPUCMAHHS THCIMPYMEHMIE 0N NOPAOKY
aominicmpyeanns cepeepis, AKi YNpasnAiomv ma o00CIy208ylomb CepsepHy  IHPpacmpykmypy 8 cepedosuuyi mepeici
KoMn tomepHux knyoie, 3 Memoio 8usHaueHHs Kiacugixayii incmpymenmis cucmemHno20 aOMiHiCmpy8anHs cepeepis, AKi HeoOXioHi
07151 eqheKmusHO20 YNpasiinHa cepeepamu 6 KomMn 1omepHux mepesicax. Bukonanna piznomanimnux 3a60ans eumazae nputiHAmms
piwens wooo eubopy incmpymenmieé aoMiHiCMpYB8ants cepeepis 3 YUCIEHHUX HAAGHUX abO pO3pOONeHHA HOBUX 3 YRPAGLIHHA Ma
00cy208y6aHHA Cep8epHOi IHpaAcmpyKmypu, wo npugooums KOMnauilo 0o docsenenns bisnec-yinei. Cxradnocmi 3 aubopom
eexmueHux HCMpyMenmie Osi UPIUIeHHs 3a60aHb NOJs2AE 8 KoMnemeHmHocmi aominicmpamopie mepedc. Ocobaueo
BANCTUBUM € Ye NUMAHHA, KOIU UOeMbCsl NPO HABYAHHA CUCMEMHUX aominicmpamopie. Omoice, HeobXiOHO O0ocsemu NeeHux
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HAGUANbHUX Yijetl, NiCsl O0CASHEHH S IKUX AOMIHICIPAMOP MEPEdNC 3MOcCe: ONUCAmu YHKYLl yeHmpy aoMinicmpyeanis, Onucamu
npasuna epekmueHo20 BUKOPUCMAHHA [THCIMPYMEHMIE naKemie 01 CUCEMHO20 AOMIHICIDYBAHHSA, SUSHAYUMU NOPAOOK
oucnemuyepuszayii cepgepis, GUKOPUCMOBY8AMU PIZHOMAHIMHI 3AcOOU 8I00ANEH020 AOMIHICMPYB8AHHA cepeepa OA YNPAGIiHHA
cepgepamu;  3acmocogygamu  KpoCnaam@opmui  IHCMpyMenmu — aOMIHICIPYBAHHSA,  3ACMOCOBY8AMU  IHCMPpYMeHmuy O
agmomamu3sayii GUKOHAHHA OKpeMUx 3a60anb aoMinicmpyeanns mowjo. [ eupiuienHs NOCmMasneno20 3ae0aHHs BUIHAYEHO
nepenix munogux epyn: 1) aominicmpyeanns epyn ropucmysauie; 2) aominicmpyeanHs 3acobie 3abesneyenHs Oe3nexu;
3) aominicmpyeanns 10KanbHUX i 2100anbHUXx Mepexc; 4) MoHimopune nooditl ma pecypcis, 5) apxigyéanus ma 6iOHO6NEeHH OaHUX.
3anpononosano kiacu incmpymenmis asmomamuszayii 3a0ay CUCMEMHO20 AOMIHICMPYBAHHA! NAKeMu IHCMPYMeHmie O
CUCMEMHO20 AOMINICMPYBAHHS, KPOCHIAMG@OPMHI THCIMPYMEHMU AOMIHICMPYBAHHSA, THCMPYMenmu Ol OKpeMux 3as0aHb
aominicmpysanus. 3HayHy yeazy  pobomi npudileHo aHanizy Kuacie iHcmpymenmis 0 CUCMEMHO20 AOMIHICIPYBAHHSA, OCKIIbKU
3HAHHA THCMPYMEHMIE OISl CUCTEMHO20 AOMIHICMPYBAHHA HeODXiOHe ONsl YCYHeHHs HeCnpagHOCmell, meCmy8anHs, 36 3Ky ma
BUNPABIEHHA cUCMeM, NOMPIOHUX O NPOO0BHCEHH pobomu. 3a 00NOMO2010 NPABUNLHUX THCMPYMEHmMie poboma cmac MeHul
BUCHAICTUBOIO, OCKINbKU 6a2amo 3a80aHb MOJCHA GUKOHAMU 3d OONOMO20I0 YUX [HCMPYMEHmie Ons  CUCIEMHO20
aominicmpyeanns. Omoice, 8 cmammi HA8eOeHO YIHHY [HPOPMAYil0 Ol CUCMEMHUX AOMIHICIMPAmopie, sKi WyKaloms cnocoou
NOKpAujeHHsl C8OIX HABUHOK MA 3HAHL Y chepi CUCMEMHO20 AOMIHICMPY8AHHs, W0 Modice OYmu KOPUCHUM ONsl KOMNAHIU, SKI
wiykaroms cnocobu onmumizayii ceoci cepseproi ingpacmpykmypu.

Kniouogi cnoea: aominicmpysannsa mepesic; inghpacmpyxkmypa; cepgep Komn’1omepnozo Kiyoy
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